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Service Conditions No. ET.05.IN.106.A. -J Telia

Service name:

TELIA SHIELD MOBILE

1. Service description

@ 1.1. Telia Shield Mobile (hereinafter the Service) helps protect devices connected to the Telia
network from cyber threats on the Internet, such as malware, phishing emails, and dangerous
links.

1.2. The cyber-threat protection included in the Service applies to all devices using Telia mobile
internet — for example, smartphones and computers (tablets, laptops, desktops), etc.— including
when these devices use the connection via hotspot or data roaming abroad with the mobile
number connected to the Service.

1.3. To provide the Service, a DNS filter is used in Telia’s network to analyse DNS queries. It
helps detect and block cyber threats and relies on continuously updated threat-intelligence
databases obtained from third parties. The technical solution of the Service is managed and
maintained by Telia.

1.4. As part of the Service, the Customer may receive, in an agreed manner and for an agreed
period, a statistical overview of the Service’s performance in the Telia network, including detected
and blocked threats, unsafe websites, and malware blocks.

2. Conditions for Service use

2.1. A prerequisite for subscribing to the Service is a valid mobile-internet package to which the
Service can be added. The Service is linked to the respective Customer’s mobile phone number.

2.2. Use of the Service does not affect the speed or quality of the Customer’s mobile internet
connection.

2.3. The security report compiled regarding detected and blocked cyber threats, unsafe websites,
and malware blocks remains available to the Customer in Telia’s self-service environment for up
to 90 calendar days from its creation.

2.4. Telia does not resolve cyber threats detected or blocked by the DNS filter as part of the
Service and is not liable, in any case, for cyber threats or other IT-related damage or
consequences that may occur to the Customer and/or users of Telia’s Internet connection.

2.5. The protection included in the Service does not apply when used simultaneously with VPN

solutions, when the Customer’s device(s) using Telia’s Internet connection have third-party DNS
servers configured, when DNS traffic is not visible to Telia for any reason (e.g. VPN encryption),
or when the device uses an APN other than the public APN (i.e. separately ordered APNs).

2.6. The protection included in the Service does not apply to additional devices using the
MultiSIM service.

2.7. The Service does not cover security issues of the Customer’s own devices using Telia’s
Internet connection, nor vulnerabilities in third-party software. The Customer is responsible for the
security and maintenance of their devices.

2.8. When providing the Service, Telia processes traffic data in accordance with Telia’s Privacy
Notice and these conditions.

2.9. If the mobile-internet service is suspended or terminated, the Service is automatically
suspended or terminated.
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3. Service fee

3.1. A monthly fee is charged for using the Service.
3.2. The Service fee is specified in the Price List that is available on Telia's website.

3.3. Invoicing starts from the activation date of the Service and the Service fee must be paid
according to the invoice issued by Telia by the specified due date.
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